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Forenzicni zaseg digitalnih podatkov



Forenzicni zaseg podatkov

e Cilj forenzicnega zasega je zagotoviti, da bodo
zajeti podatki ohranili integriteto in s tem
dokazno vrednost na sodiscu.

— Vprasanje lastnistva podatkov.

— Vprasanje zasebnosti (tudi na delovhem
mestu).

— Varstvo osebnih podatkov.

— Varstvo tajnih podatkov.

— Odlocba ustavnega sodisca Up-106/05.

— Zagotavljanje integritete zajetih podatkov.
— Varstvo zajetih podatkov.



Forenzicni zaseg podatkov

Zaseg podatkov iz nosilcev podatkov
namenjenim trajni hrambi (trdi disk, USB disk,
CD/DVD nosilci,...).

Zaseg podatkov iz delovnega pomnilnika RAM
na zivem sistemu.

Zaseg podatkov iz delovnega pomnilnika RAM
preko FireWire vmesnika.

Zaseg podatkov iz delovhega pomnilnika RAM
po izklopu sistema.



Nosilci podatkov namenjeni
trajni hrambi

Priklop nosilca podatkov preko
posebne strojne opreme, Ki
onemogoca pisanje na nosilec
podatkov.

Uporaba prilagojenega
operacijskega sistema Linux in
ustreznih programskih orodij za
kopiranje (npr. orodje dd (disk
dump) ali dcfldd)

Forensic Bridge, vir in
avtorstvo: Tableau.com



Nosilci podatkov namenjeni
trajni hrambi
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Pregled nosilcev podatkov
s pomocjo elektronskega
mikroskopa




Zaseg aktivhega delovnega
pomnilnika

Delovni pomnilnik je v operacijskem sistemu predstavljen
kot posebna naprava.

Uporabiti je mogoce odprtokodna orodja za kopiranje
vsebine delovnega pomnilnika v datoteko (npr. dd).

V vecini primerov so zahtevani administratorski privilegiji.

Obstaja posebna varnostna programska oprema, Ki
onemogoca branje pomnilnika.

Z nalaganjem in zagonom orodja za kopiranje ze
posezemo v sam sistem,



Zaseg delovhega pomnilnika
preko FireWire vmesnika
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Primer: vsebina zasezenega
pomnilnika

Visited: ginger@file:///C:/Documents%20and%20Settings/
ginger/My%20Documents/ieee.JPG

Visited: ginger@about:Home
Visited: ginger@http://home.microsoft.com
Visited: ginger@http://www.google.si

Visited: ginger@http://www.microsoft.com/isapi/redir.dll?
prd=ie&pver=6&ar=msnhome

Visited: ginger@http://www.abanka.si
Visited: ginger@http://www.msn.com

Visited: ginger@http://www.google.si/search?
hl=sl&g=fireware+hacking&meta=



Forenzicni zaseg RAM-a po
izklopu racunalnika

s

Zasezena slika po 5 sekundah, 30 sekundah, 60 sekundah in 300 sekundah.

Vir in avtorstvo: J. Alex Halderman, Seth D. Schoen, Nadia Heninger, William Clarkson,
William Paul, Joseph A. Calandrino, Ariel J. Feldman, Jacob Appelbaum in Edward W. Felten,
Prineton University, 2008. <http://citp.princeton.edu/memory/>



Forenzicni zaseg RAM-a po
izklopu racunalnika

ISOLINUX 3.61 Z2008-0Z2-03 Copyright (C) 1994-Z008 H. Peter Anvin

http:/smcgrewsecurity.com/pro jects/msramdmp~
Robert Wesley McGrew: wesleyfmcgrewsecurity.com

Found msramdmp partition at disk 0x80 @ partition 1
Partition isn’'t marked as used. Using it.

arked partition as used.

riting section from OxEQOEAEOEOEO to OxEEEIFFFF

riting section from OxOO1E00000 to OxZ0110000

Donet You can turn off the machine and remove your drive.




Problem: bitni razpad
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Zagotavljanje integritete podatkov



Zgostitveni algoritmi

e Zgostitveni algoritmi (ang. hash algorithms,
vCasih tudi message digests ali fingerprints):
poljubno dolg niz znakov preslikajo v stevilo
fiksne dolzine.

e IzraCunajo tim. prstni odtis (ang. fingerprint)
oz. kontrolno vsoto (hash) tega niza znakov,
kar je osnova za digitalni podpis oziroma za
zagotovilo, da podatki med prenosom niso bili
spremenjeni.



Zgostitveni algoritmi

e Zgostitveni algoritmi morajo biti:
— enosmerni (iz kontrolne vsote ni mogoce
nazaj izracunati originalnih podatkov),

— ne sme priti do kolizije (ne smeta obstajati
dva razliCcna niza podatkov, ki bi vrnila isto
kontrolno vsoto).



Zgostitveni algoritmi

Primeri zgostitvenih algoritmov:
MD5, SHA-1, SHA256,...

MD5:
75222cee3990e39e9fb48fa’7caba733b
SHA-1:
1f149834675ab2ae6d076ee3cbaa9158b6864eel
SHA-256:

3226338fb2¢c35¢ca40d39de77a0735779b1c0886f39a3762
de2b502901567d39e



Zagotavijanje integritete podatkov

Datotekal.pdf

Datoteka2.pdf

izracun MD5
prstnega odtis

-

MD5 prstni odtis:
b2ed3039dd45146d2a1f9f420f8816c5

izracun MD5
prstnega odtis

|-

MD5 prstni odtis:
f3d6f893396ffaaaee680b7a5511d697




Zagotavijanje integritete podatkov

Forenzi¢na
kopija
Datotekel.pdf

-

\_

se izracun MD5
prstnega odtisa
ujema z arhiviranim
odtisom?

DA: kopija podatkov
ni bila spremenjena

J

NE: kopija podatkov
je bila spremenjenal!




Identifikacija znanih “slabih”
datotek

Neznana
datoteka

_________________ izracun MD5 | MD5 prstni odtis:
_________________ prstnega odtisa b2ed3039dd45146d2a1f9f420f8816c5

[Baza zgoscenih vrednosti znanih datotek:)
57204d13a7d353ab0cd3a0d212bbc4d25

5¢cf06d5bf80c49e5156515d932536a36
2b6895ae6a902d00da9%9e04a4d4269a68
d74e8d6aacdcl’747ef626982bd5f11bb
06c9b2b57717d80£08e1773394b6£502
b2ed3039dd45146d2al1£9£420£8816c¢5

identifikacija/_ b4d06450af671e0edc403b257315107a

datoteke! cade9c741dd959d966420a6659238272
2£f3498ebf828e6b996al1d29%a7b2d877b
Pozor: razsodba United States v bd3ca378488e00055d5b23df1252e443

_ 5bdbd627461£c598bb6a00d0168587 fe
Crist, 2008 WL 4682806 (M.D.Pa. 90e3415b9087576calllbf52e1d07265

October 22 2008) (Kane, C.J.). | 9eb7b6501291ceb54915ab80c1£05480 |




Zanesljivost zgostitvenih
algoritmov?

« Kaj Ce pride do kolizije (e obstajata dva
razlicna niza podatkov,
kontrolno vsoto)?

KO

1Zi]
Kolizij

Kolizij

o v SHA-0 so nas
o v SHA-1 so nas
o v MD5 so nasli

Ki vrneta isto

| leta 2004.
| leta 2005.
eta 2005.



Zanesljivost zgostitvenih
algoritmov

Datotekal.pdf

_________________ izracun MD5 : .
[ IZracun ] > MD5 prstni odtis:

prstnega odtisa b2ed3039dd45146d2a1f9f420f8816c5

Sta
datoteki
enaki

Datoteka?2.pdf

izracun MD5
----------------- prstnega odtisa

S P




Integriteta podatkov?
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| OTdErps: letter_of rec.ps

Datoteka Uredi Pogled Pojdi Pomoé Datoteka Uredi Pogled Pojdi Pomoé

ar

1 | od1 [50% [1 | od1 -

[+]
[v]

Julius. Caesar
Via Appia 1
Rome, The Roman Empire

Julius. Caesar
Via Appia 1
Rome, The Roman Empire

May. 22, 2005 May. 22, 2005

Order:

Alice Falbala is given full access to all confidential and secret
information about GALTL.

To Whom it May Concern:

Alice Falbala fulfilled all the requirements of the Roman Empire
intern position. She was excellent at translating roman into her gaul

native language, learned very rapidly. and worked with considerable
independence and confidence.

Sincerely. Her basic work habits such as punctuality. interpersonal deportment,

communication skills, and completing assigned and sclf-determined

. X goals were all excellent.
Julius Caesar =

I recommend Alice for challenging positions in which creativity.
rcliability, and language skills arc required.

T highly recommend hiring her. If you'd like to discuss her ateributes
in more detail, please don’t hesitate to contact me.

L o -

MD5: 5421a523481fdc6a2alc832e72c/b8ab

Vir: Magnus Daum in Stefan Lucks: The Story of Alice and her Boss: Hash
Functions and the Blind Passenger Attack (Eurocrypt 2005,
http://th.informatik.uni-
mannheim.de/People/lucks/HashCollisions/rump_ec05.pdf).

Sincerely.

Julius Caesar




Integriteta podatkov?

matej@kovacic-m:~/Desktop$ md5sum hello.exe
> cdc47d670159eef60916ca03a9d4a007 hello.exe

matej@kovacic-m:~/Desktop$ wine hello.exe
Hello, world!

(press enter to quit)q

matej@kovacic-m:~/Desktop$ md5sum erase.exe
—»cdc47d670159eef60916ca03a9d4a007 erase.exe
matej@kovacic-m:~/Desktop$ wine erase.exe
This program is evil!!!

Erasing hard drive...1Gb...2GDb... just kidding!
Nothing was erased.

(press enter to quit)q

Vir: Peter Selinger, 2006, http://www.mscs.dal.ca/~selinger/md5collision/.



Forenzicna analiza digitalnih podatkov
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Sleuthkit in Autopsy
Forensic Browser
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AT Case: test0l | Image: imgl

Investigator: admin [home | logout]

Select partition: |AH

[=]

Start date: |

=

End date: |

B

Create timeline

Show rows

Date-time name Action Size Permissions
2002-01-05 15:37:00 fat16/_sver70.dll (deleted) m.. 344064 -[-rwxrancrwx
2002-01-05 15:40:00 fatle/_SVCP70.DLL (deleted) M.. 437424 - -FWXTWXTWX
2004-08-08 22:17:06 fat16/fpdns.pl (deleted) m.. 29454 -[-rwxrancrwx
2004-08-08 23:21:28 fatl6/fpdns.1 (deleted) Mm.. 5988 =/ -PWX P T
2004-09-03 19:34:46 fat16/_etopt.dll (deleted) m.. 9216 -[-rwxrancrwx
2004-09-03 22:34:46 fatle/zlibu.dll (deleted) Mm.. 51200 =/ -PWX P T
fat16/_dSsum.exe (deleted) m.. 17408 -[-rwxraorwx
fati6/_dslib.dll (deleted) m.. 14348 -[-rWXrwxrwx
2007-04-03 13:12:00 fat16/_zip.exe (deleted) m.. 53006 B — 0
2007-04-10 00:00:00 fatl6/_WeE00~1.14 (deleted) a. 1243136 dfdrwscrwsxrws
fat16/PsTools (deleted) .a. 21108736 dfdrwncrwnarws
2007-04-10 11:59:54 fatl6/_We600~1.14 (deleted) -G 1243136 dfdrwncrwnxrwa
fat16/NW 6.0.0.14 Gold (deleted) .c 1241088 df drwncrancrwse
2007-04-10 11:59:56 fatl6/NW 6.0.0.14 Gold (deleted) M.. 1241088 dfdrwscrwxarwae
fat16/_W6E00~1.14 (deleted) m.. 1243136 df drancrunearwnse
2007-04-10 12:29:04 fat16/PsTools (deleted) .C 21108736 df drwcrwsxcrwax
2007-04-10 12:29:06 fat16/P=Tools (deleted) m.. 21108736 df drwscrwocrane
2007-04-10 12:49:02 fat16/WinDump.exe (deleted) m.. 569344 -[-rwxrwxrwx
2007-04-10 12:49:10 fatl6/WinPcap_4_0.exe (deleted) M.. 563016 -[-PWXrwWxXrwx
2007-04-10 12:49:30 fat16/WinPcap_4_0.exe (deleted) o] 563016 -[-rwxrancrwx
fatl6/WinDump.exe (deleted) ..€ 569344 -[-PWXrwxXrwx
2007-04-12 00:00:00 fatl6/NW 6.0.0.14 Gold (deleted) .a. 1241088 df drwscrwsxrws
2007-04-21 00:00:00 fatl6/fpdns-0.9.1.tar.gz (deleted) 3. 8583 = -FAWDCPADCTWC
fati6/_IA (deleted) .a. 10063872 df drwncrwsirne

m




Vprasanja?
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