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Racunalnik je povezan v prikrito omrezje preko
vrat 443 (da zaobide pozarni zid)

ettercap 0.6.4
Sr— Filter: OFF
T" illithid (IP based) — ettercap
! P o= g 0 B v =T ] o RGO 0) 1

host=s in this LAN |

Your IP:

Iface: ethl0 Link: not tezsted




Po vkljucitvi v prikrito omrezje pricne 'skenirati’

ettercap 0.6.4
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— illit [IP hased]) — ettercap
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Your IP: Iface: ethl0 Link: not tested




Proces smo zaznali le z orodjem Anti-Spy.info
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Vstop v prikrito omrezje

3 X-Chat [2.4.01: @ localhost / #hots (+) m‘.‘ =1=] x|
?-hat IRC  Streznik  MNastavitve Pomoé
ﬂl.advscan Isass_44%5 150 3 B00-b -r ) | Doperaterjev, 28vseh |
s 15: _aduscan 1sass_ 445 158 3 868 -b -+ [twe]025332
*(Toplc for #ibots set by 31ims at Wed Dec @1 €1:3a:29 2084
I_]ﬂtWS 3739 LeCOhbl-Gandom _Bowt _Scan _ctactod on 10 360 « w-UME with 3 dolau of © ceconds for 868 minutes using [tws]0BB6TT
Uparabnik: ~akjtee@l 95.101.1 34 rox-63701 [tws]1 227832
Mepasredno uporabnik-do-uporabnik  # Driavg:Neznan [twes]1 46967
oTCP ’ F'ravvufme: [bws] 373935 ftws]143079
op ’ Strezhlk:lncaluhnst fhws]1 55508
Nadin ’ Zadnje sporocilo; Wed Dec 01 10:36:12 2004
[bwes]193876
PR ¢ ftws]197634
2;2";';%“ : ftws] 266519
Zunan)i . [twrs]315884
Odpri pogovarno okno [tws]366534
[bwes]37 38345
[bwrs]392116
[twes]418514
[twes]4 22883
[twes]449817
[twrs]592251
[twes]E4 0605
[twes]rOOETT
[twes]F 06151
[bwes]r 14414
[bwes]r 34614
[twes] BT E5E
[fwrs]r 24495
[bwes]824240
[twrs]93581 3
[firs]956891

" . - | Iucalhnstl#buts |
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#Chat [IRC

A acLiul T7.4.0];

Neuspesen poiskus unicenja omrezja

@ localhost [ #bots (+)

Streznik  Mastavitee Okno  Pomoé

)

- /*
*
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*
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[tus]e21974@

| [[tus]718414]
[[tus]71uu14]
[[tus]71uu14]
[[tus]714u14]
[[tus]73u614]
[[tus]73u614]
[[tus]73u614]
[[tus]73u614]
[[tus]73u614]
[[tus]767856]
[[tus]767856]
[[tus]767856]
[[tus]767856]
[[tus]767856]
[[tus]784495]
[[tus]784495]
[[tus]78uu95]
[[tus]784495]
[[tws]784495]
[[tus]&24248]
[[tus]824248]
[[tus]&zu2a8]
[[tus]82u248]
[[tus]82u248]
[[tus]935913]
[[tus]935913]
[[tws]235913]
[[tus]935913]
[[tus]935913]
[[tus]956891]
[[tus]956891]
[[tus]956891]
[[tus]956891]
[[tus]956891]

fibots

1ocalhost :511ms

idle @1:29:41, signon: vWed Dec 81 @8:29:18

End of WHOIS 1ist.
(TXydxvzerErox-53173.0cs..mq.edu.au) - [tus]734614
Hbots

localhost :511ms

ldle ed:18:23, signon: Wed Dec @1 18:21:15

End of WHOIS 1ist.
(TUPZMUPNET19Y . 206149 .FOX-52273) 1 [TWS] 767856
Hibots

localhost :511ms

1ldle 89:89:27, signon: Tue Nou 38 19:24:45

End of WHOIS 1ist.
(p-1lrco-tesErox-22664.010.Mg.edu.au) = [Tus]784495
fibots

1ocalhost :511ms

ldle 67:05:28, signon: Wed Dec @1 @A:53:38

End of WHOIS 1ist.

(T XNFYMCEr0X-55367 .0CS .M .edu.au) s [tus]824zye
Hbots

localhost :511ms

ldle e8:18:68, signon: Tue Nov 38 21:25:53

End of WHOIS 1ist.
(TQUFFZUET95.181.134.H0X-63701) 1 [tus]9?35913
fbots

localhost :51ims

1ldle 81:28:36, signon: YWed Dec @1 89:19:29

End of WHOIS 1ist.

(T1RFeXrE137 .111.85.F0X-52168) : [tus]956891
Hoots

1localhost :511ms

ldle @d:e5:11, signon: Wed Dec @1 @7:23:17

End of WHOIS 1ist.

[tus]193876 has quit (Connectlon reset by peer)

[tws]E21976 (-

[SGANT:

[tws]373935 has quit (Connectlon reset b
has changed the topic to: .dle

gfruadtE195.181.134.r0X-63781) has jolned #Hbots

ed on 18.250.X.%:445 with a delay of 5 seconds for 888 mlinutes using

s

Iucmhnstu#bom |

-l x]

0 operaterjey, 26 vseh

[tws]021970
[tws]025332
[tws]088677
[tws]122782
[tws]146967
[tws]148079
[tws]165508
[tws]197634
[tws]266518
[tws]315984
[tws]292116
[tws]418514
[tws]428983
[tws]448917
[tws]582251
[tws]640605
[tws]T00877
[tws] 706151
[tws]T14414
[tws]T34614
[tws]TET 856
[tws]TE4495
[tws]224240
[tws]935913
[tws]956891



Hitro samodejno Sirjenje omrezja

e [01-12-2004 10:48:47] [tws]706151 [Isass_445]:
Exploiting IP: 203.232.133.153.

e [01-12-2004 10:48:49] [tws]706151 [FTP]: File
transfer complete to IP: 203.232.133.153
(C:\WINDOWS\System32\mswins.exe).

e [01-12-2004 10:50:22] * [tws]866541
(~itxuyafw@203.232.133.rox-62925) has joined #bots.



Eksperiment



Past

e Racunalnik z namescenimi Windows 2000
SP4, obicajna namestitev brez nalaganja
dodatnlh popravkov ali kakrsnekoli
programske opreme. Racunalnik je bil
vkljuCen v internet in ni bil upora :)IJan.

e Vklop racunalnika v internet: 8. december
2004 ob 17:35.

e Uspesen vdor v 17-20 urah.

e \/dor smo zaznali z analizo omreznega
prometa (z orodjem ettercap), z analizo
povezave pa smo ugotovili kam se ugrabljeni
racunalnik povezuje.




Maskiranje

Maskirani ‘bot”: prenosni racunalnik z namescenim Debian
Linux, jedro 2.6.8.1, vkljucen pozarni zid, ki je blokiral vse
vhodne povezave (razen 'veljavnega' ICMP prometa in SSH iz
tocno dolocenih IP naslovov). ‘Bot’ je bil maskiran pomocjo
programa X-Chat (ime in vzdevek sta bila ustrezno izbrana),
X-Chat je vse pogovore belezil v datoteko aktivnosti.

Oblika maskiranja je razvidna iz prijave: “[stickibot]16133
(umwgk@Recycled-irc-3E9F4F46.fdv.uni-lj.si) has joined
#STICKYWORLD".

ZacCetek belezenja prometa na botnetu: 9. december 2004 ob
14:40:28.

Konec belezenja prometa na botnetu: 3. januar 2005 ob
10:00:17.

IRC streznik preko katerega je bilo upravljano z botnetom je
javno dostopen, celo preko web-a: http://info.recycled-
irc.org/view_chan.php?chan=stickyworld

Tema kanala: “.advscan Isass_445 100 3 9999 -r -b”, nastauvil
“StickyFingerz”.



Shema

bothet




Maskiranje v X-Chatu

3 x-Chat [2.4.0]: [stickibot]30324 @ wipe.recycled-irc.org / #STICKYWORLD {+n|:r}__ -0 x|

A-Chat IRC  Strefnik  Mastavitve Okno  Bomod

' Fiperaterjey, 7 s

X (| advscan lsass_445100 3 9999 -r-h J !
[stickihof]30324

*|Mow talking on HSTICKYWORLD
*|Topic for HSTICKYWORLD 1s-

f2ran 1cacc NI

#|Toplc for HSTIGCHYWORLD | Upor@bnik ~zpnfanrs@Recyc d—irc—CECEIFTTE.fdv.uni-Ij.(
Driav hot] 73019
Pravo ime: Zpnignrs bot] 76584
Streznik: wipe.recycled-in:.org hof]98962
Fadnje sporodilo: Meznan :
oo

chifzobé
odatki
Zunaniji
Odpri pogovarna akno

prenosnik I

by o, e g R AR R,

[stickinof30324 | -

=hrez= Recycled-IRC || #STIC K YWORLD




Analiza datotek aktivnosti

o Datoteka aktivnosti je obsegala 961 vrstic
sporocil.
e V Casu opazovanja se je na kanal prijavilo 96

botov + 3 lazni boti (187 join, 179 quit, vmes
smo nekajkrat izgubili povezavo).

e 48 botov je javno sporocalo stanje na kanal (iz
teh sporocil se lahko naucimo ukazov za
upravljanje z boti), nekaj komunikacije je
zagotovo potekalo tudi neposredno med
upravljalcem omrezja in boti.

e Na kanal so se prijavljale tudi osebe, 10
psedonimov se je pogovarjalo, ena oseba je
zagotovo uporabljala vec psevdonimov.



Nakljucni obiskovalci - primeri

eXpLosiV - prisel iz Owns.The. World.edu za
cca. 10 minut.

TaKoS - prisel iz wanadoo.fr za cca. 2 minuti.

TheGame1492 - prisel dvakrat iz t-dialin.net
Za eno minuto.

M|SA - prisel iz .se domene za cca. pol
minute.



Osebe, ki so na kanalu govorile

e Domnevni upravitelj omrezja:

— StickyFingerz (Sticky@Recycled-irc-5B998540.dip.t-
dialin.net): 86 sporocil

— Stickyfingerz: 4 sporocil

- DaStorm (~Sticky@Recycled-irc-CA58B3FF.dip.t-
dialin.net): 14 sporodil

- KinGaway (~Sticky@Recycled-irc-353F3876.dip.t-

dialin.net): 10 sporocil
e Ostali, ki so komunicirali veCinoma z njim:

- kir54000: 75 sporocil

- Matej: 22 sporocil

- US-ShArK-s: 5 sporocil

— Dr4gOoN: 2 sporodili

— cedrik: 1 sporocilo

— NazBroque: 1 sporocilo



Pridobitev gesla

e Pocakamo, da se upravitelj omrezja prijavi na laznega bot-a:
- [09-12-2004 19:01:46]<StickyFingerz> .login xXxXxxxx
- [09-12-2004 19:20:38]<StickyFingerz> .login XXxXxXxx
- [09-12-2004 20:00:27]<-- StickyFingerz has quit (?? I was using
Millenium.IRC 6.0 (Build: 6015.20030531 - Alpha Version)
(milleniumirc.cjb.net) ?7?)

e \V enem primeru je upravitelj omrezja zaklenil dostop do
kanala (mislec, da so na kanalu samo boti) in potem uporabil
geslo:

- [21-12-2004 13:43:10]--- StickyFingerz sets channel keyword to
secret
- [21-12-2004 13:43:18]<StickyFingerz> .login x»xxxx

- [21-12-2004 13:43:18]<[stickibot]21632> [MAIN]: Password
accepted.



Upravijanje z boti*

e Prijava na bota:
e [12-16-2004 13:03:29] Matej >.login xxxxxx

e [12-16-2004 13:03:29] [stickibot]45479 >[MAIN]:
Password accepted.

o Ukazi:

e [12-16-2004 13:03:35] Matej >.uptime

e [12-16-2004 13:03:36] [stickibot]45479 >[MAIN]:
Uptime: 0d 3h 39m.

e [12-16-2004 13:03:42] Matej >.netinfo

e [12-16-2004 13:03:43] [stickibot]45479 >[NETINFO]:
[Type]: LAN (LAN Connection). [IP Address]:
193.2.85.XXX. [Hostname]: XXX.FDV.UNI-LJ.SI.

* Ukazi in odzivi nanje so bili pridobljeni s pomocjo spremljanja prometa v prikritem
omrezju ter s preskusanjem. Preskusanje ukazov je potekalo na okuzenem racunalniku;
lastnik okuZzenega racunalnika je bil s tem seznanjen oz. se je strinjal, na koncu je bil
bot odstranjen iz okuzenega racunalnika.



Upravijanje z boti

Ukazi:
[12-16-2004 13:03:50] Matej >.driveinfo

[12-16-2004 13:03:51] [stickibot]45479 >[MAIN]: Disk
Drive (C:\): 20,482,840KB total, 13,848,040KB free,
13,848,040KB available.

[12-16-2004 13:03:53] [stickibot]45479 >[MAIN]: Disk
Drive (D:\): 120,615,988KB total, 58,287,412KB free,
58,287,412KB available.

[12-16-2004 13:03:55] [stickibot]45479 >[MAIN]: Disk
Drive (E:\): 100,141,144KB total, 6,644,628KB free,
6,644 ,628KB available.



Upravijanje z boti

Ukazi:

[12-16-2004 13:03:56] Matej >.sysinfo

[12-16-2004 13:03:57] [stickibot]45479 >[MAIN]:
Cdrom Drive (F:\): Failed to stat, device not ready.

[12-16-2004 13:04:00]

[stickibot]45479 >[SYSINFO]:
[CPU]: 2400MHz. [RAM]:
1,048,048KB free. [Disk]:
13 848,040KB free. [OS]:

1,048,048KB total,
20,482,840KB total,
Windows 2K (Service Pack 4)

(5.0, Build 2195). [Sysdir]: C:\WINNT\system32.
[Hostname]: XXX.FDV.UNI-LJ].ST (193.2.85.XXX).
[Current User]: xxx_xxx. [Date]: 16:Dec:2004. [Time]:
13:01:44. [Uptime]: 0d 3h 39m.



Upravijanje z boti

Ukazi:

[21-12-2004 13:48:
[21-12-2004 13:48:
[21-12-2004 13:48:
[21-12-2004 13:48:
[21-12-2004 13:48:

[21-12-2004 13:49
[21-12-2004 13:49

[21-12-2004 13:50:

[21-12-2004 13:50:
[21-12-2004 13:50:

[21-12-2004 13:50:

51] StickyFingerz >.procs

52] [stickibot]21632 >[PROC]: Listing processes:
52] [stickibot]21632 > System (4)

54] [stickibot]21632 > smss.exe (424)

56] [stickibot]21632 > csrss.exe (528)

:46] [stickibot]21632 > sglmangr.exe (3252)
:48] [stickibot]21632 > updateservereasy.exe (464)
[21-12-2004 13:49:

50] [stickibot]21632 > SincroServer.exe (2192)

14] [stickibot]21632 > POP3Svc.exe (5996)

22] [stickibot]21632 > explorer.exe (2148)
24] [stickibot]21632 > NET Traffic Meter.exe (5408)

50] [stickibot]21632 >[PROC]: Process list completed.



Upravijanje z boti

Ukazi - iskanje varnostnih lukenj:
[21-12-2004 13:56:46] StickyFingerz >.reboot

[21-12-2004 13:56:46] [stickibot]21632 >[MAIN]:
Failed to reboot system.

[21-12-2004 14:48:09] StickyFingerz >.advscan
Isass_445 100 3 9999 -r -b

[21-12-2004 14:48:09] [stickibot]21632 >[SCAN]:
Random Port Scan started on 192.168.x.x:445 with a
delay of 5 seconds for 800 minutes using 100 threads.



Upravijanje z boti

e Ukazi - seznam varnostnih lukenj, ki jih bot
izkorisca:

e [12-16-2004 13:04:03] Matej >.stats

e [12-16-2004 13:04:04] [stickibot]45479 >[SCAN]:
Exploit Statistics: WebDav: 0, NetBios: 0, NTPass: O,
Dcom135: 0, Dcom445: 0, Dcom1025: 0, Dcom2: O,
IIS5SSL: 0, MSSQL: O, Beaglel: 0, Beagle2: 0O,
MyDoom: O, Isass_445: 0, Isass_139: 0, Optix: O,
UPNP: 0, NetDevil: 0, DameWare: 0, Kuang2: 0, Sub7:
0, Total: 0 in Od 3h 29m.



Upravijanje z boti

Ukazi

[12-16-2004 13:04:16] Matej >.id

[12-16-2004 13:04:17] [stickibot]45479 >[MAIN]: Bot
ID: sticki.

(12-16-2004 13:04:21] Matej >.version

(12-16-2004 13:04:22] [stickibot]45479 [MAIN]:
PeSt]

(12-16-2004 13:04:27] Matej >.scanstop

(12-16-2004 13:04:28] [stickibot]45479 >[SCAN]: No
Scan thread found.




Upravijanje z boti

Ukazi — odklop bota
[12-16-2004 13:04:32] Matej >.remove

[12-16-2004 13:04:32] [stickibot]45479 >[MAIN]:
Removing Bot.

[12-16-2004 13:04:33] * [stickibot]45479 has quit
(Client exited)
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